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Jus ad Bellum and Cyber
Warfare in Northeast Asia

Boris Kondoch”

Cyber attacks have become a grave threat to international peace and security.
Northeast Asia is a critical point of many of these cyber operations. First, South
Korea has been the target of cyber attacks from North Korea. Second, there are
harsh debates on this matter between the US and China. While the United States
have expressed their concerns about the growing threat of cyber intrusions from
China, the People’s Republic of China has blamed the US for attacks against their
respective computer networks. From the perspective of the jus ad bellum, potential
cyber attacks raise a number of difficult and complex issues. The following article
examines which cyber operations amount to the use of force as stipulated in
Article 2(4) of the UN Charter and discusses the conditions under which type of
cyber attacks could trigger the right to self-defense. In addition, other available
remedies outside the framework of Article 51 of the UN Charter will be discussed.
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Cyber war is arguably at the most serious end of the spectrum of security
challenges posed by — and within - cyberspace.
On Cyber Warfare'

The wars of the 20" century were those of oil and bullets, but the war of the 21"
century are information wars.
Kim Jong-il®
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1. Introduction

Cyberspace has become a national security concern since the last twenty years.’
While some commentators view the current debate on cyber war as exaggerated
and as hype,’ others including US Defense Secretary Leon Panetta are warning
that a cyber version of 9-11 or Pearl Harbour could take place in the near future.’
Many States including China, Russia and the United States consider ‘cyberspace’
as a future battleground. They have responded to the threat from cyberspace by
formulating cyber strategies and incorporating cyber units into their armed forces.
Although cyber war has not yet occurred, there have been frequent reports about
so-called cyber attacks. Cyber attacks may be defined as any harmful activity in
cyberspace including inter alia those operations with “the aim to degrade, disrupt,
deny or destroy information resident in computers, or to compromise the computers
themselves.”” Typical examples of cyber attacks are distributed denial of service
attacks, planting inaccurate information, and infiltration of secure computer
networks. Many cyber attacks are still carried out by private individuals (hackers,
organized criminal networks, industrial spies) rather than government-sponsored
hackers.

International lawyers started to show an interest in the legal regulation of cyber
warfare during the late 1990s.” The academic debate continued after September 11
because of the potential threat of computer network attacks conducted by terrorist
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