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Central bank digital currency (CBDC) is generally defined as the digital form of
a country’s fiat currency. Based on the distributed ledger technology and other
financial technology, CBDC could improve the efficiency of domestic and cross-border
payments, increase payment safety and soundness, and promote financial inclusion.
However, it is arqued that the introduction of CBDC would threaten data security
and invade personal privacy. Currently, this issue has received growing concern, and
some recommendations are proposed by countries or international organizations, like
privacy design, restrictions on public authorities and payment intermediaries, and
establishing independent supervisory authority. Other suggestions include getting
countries involved in international coordination and promoting the formation of unified
standards. Among major economies, China is the first to launch CBDC, which is known
as e-CNY. Based on an overview of the privacy protection legislation in China, this
article attempts to describe the rules that should be followed when dealing with personal

data generated in e-CNY circulation.
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I. Introduction

There has been growing interest in the potential legal complications that may arise
from the central bank’s issuing of a digital currency. According to the report of the
Bank for International Settlements (BIS) in May 2022, 90% of the 81 central banks
who responded to the BIS questionnaire were actively engaging in CBDC research.!
Distributed ledger technology allows for more anonymity in CBDC transactions
than traditional banking or third-party payment methods. It is no secret that people
prefer anonymous forms of CBDC. As a result, their financial data does not fall
into the wrong hands or is subject to excessive government scrutiny. However, the
administrative organ will be unable to follow the money trails of criminal activities
like money laundering and terrorist financing with a CBDC that provide high
anonymity. Therefore, at the outset of CBDC, striking a balance between anonymity
and privacy protection is of paramount importance.

In the report of the CBDC Background Technical Note, the World Bank (IBRD)
focuses on the relevance of CBDC and personal information protection, i.e. how
different types of CBDC achieve anonymity.* The US President’s Executive Order
in March 2022 noted that the proliferation of digital assets (including CBDC) posed
serious threats to personal data privacy and financial system integrity, so that measures
should be taken to safeguard the interests of consumers, investors, and enterprises.’
The Bank of Canada examines five forms of CBDCs, demonstrating that privacy goals
must be weighed against the ease with which authorities can acquire data to satisfy
legal requirements.* As the Bank of England has emphasized, digital pound sterling
will be subject to stringent privacy protection requirements, but in order to combat
financial crimes, digital pound sterling will not be fully anonymous.’ The Bank of
Japan believes that privacy protection is one of the main factors to determine whether

1 Anneke Kosse & Ilaria Mattei, Gaining Momentum-Results of the 2021 BIS Survey on CBDC 1 (BIS Papers No 125,2022),
https://www.bis.org/publ/bppdf/bispap125.pdf.

2 World Bank Group, Central Bank Digital Currency-Background Technical Note (Nov. 2021), at 10-3, https://documents1.
worldbank.org/curated/en/603451638869243764/pdf/Central-Bank-Digital-Currency-Background-Technical-Note.pdf.

3 Executive Office of the President of the USA, Ensuring Responsible Development of Digital Assets (Mar. 9, 2022),
https://www.federalregister.gov/documents/2022/03/14/2022-0547 1 /ensuring-responsible-development-of-digital-assets.

4 Sriram Darbha, Archetypes for a Retail CBDC, Bank of Canada (Oct. 2022), https://www.bankofcanada.ca/2022/10/
staff-analytical-note-2022-14/#Compliance.

5 Bank of England, HM Treasury and Bank of England Consider Plans for a Digital Pound (2023), https://www.
bankofengland.co.uk/news/2023/february/hm-treasury-and-boe-consider-plans-for-a-digital-pound.
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CBDC could become a widely used payment tool.® Therefore, the current Personal
Information Protection Law and other legislation should be examined to determine
whether they can provide sufficient support.”

As CBDC launching countries are increasing, the CBDC clearing system is
estimated to become an important support for cross-border payments. However, the
different privacy considerations and trade-offs in different countries/regions will
create challenges or increase costs to the cross-border use and management of CBDC,
and thus become a constraint on whether a country’s CBDC can be widely accepted
in cross-border transactions.

The primary purpose of this research is to explore the rules which should be
followed in CBDC circulation, and examines whether the e-CNY system could
provide adequate privacy protection while ensuring regulatory compliance and
achieving public interests. This paper is composed of five parts including an
Introduction and Conclusion. Part two will compare the differences in anonymity
between private digital currency and CBDC, as well as an analysis of the competing
legal interests. Part three will evaluate the current international experience, consensus
and development trends of the applicable regulations for CBDC privacy protection.
Part four will examine whether personal data generated in the circulation of e-CNY
is adequately protected by the legal foundations and institutional arrangements in
China, taking into account the design principles, operation models and participating
organizations of e-CNY.

IL. Varying Degrees of Anonymity and the
Corresponding Conflicts of Legal Interests

Distributed ledger technology inspired the idea of digital currency. Tokenization,
encryptionand programmability areallexamples of cutting-edge financial technologies
that can verify a transactional authenticity and validity.® Digital currency can be
divided into two types: private digital currency (e.g., Bitcoin, Tether) and CBDC. In
September 2017, BIS proposed the famous “flower of money” model to compare the
differences between private digital currency and CBDC in terms of the issuer (central

6 Bank of Japan [BoJ], Privacy Enhancing Technologies: Payments and Financial Services in a Digital Society (2023), at
1, https://www.boj.or.jp/en/research/brp/psr/data/psrb230120.pdf.

7 Id.

8 Tobias Adrian & Tommaso Mancini-Griffoli, Technology Behind Crypto Can Also Improve Payments, Providing a
Public Good, IMF Blog (Feb. 23, 2023), https://www.imf.org/en/Blogs/Articles/2023/02/23/technology-behind-crypto-
can-also-improve-payments-providing-a-public-good.
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bank or commercial institution), form (tangible or electronic), accessibility (universal
circulation or limited access), and verification method (intermediary intervention or
decentralized).” The report demonstrated the similarities between the two in terms
of the underlying technology and some economic functions. It further pointed out
that only CBDC was issued by the central bank and had universal accessibility.!
Therefore, the private digital currency and CBDC follow a similar technical route,
adopting distributed ledger technology, smart contracts, and other encrypted digital
solutions, to reduce the dependence on payment intermediaries. The corresponding
legal characteristic reflects this distinction.!! CBDC is a digital form of legal tender
that serves as a guarantee with national credit, while private digital currencies are

based on commercial credit.

A. The High Anonymity of Private Digital Currency

The application of distributed ledger technology endows the private digital currency
with sufficient anonymity.”” Using a public key to generate addresses, consensus
algorithms to update and synchronize data, and cryptographic methods like Hash-
Time Locked Contracts to secure the security of data transmission and access, the
distributed ledger technology aims to overcome the trust problem in information
exchange and sharing.”® By providing records that are scattered in form but accurate
in content, private digital currency does not require intermediary institutions to check
transactions and verify the accuracy of records, thereby realizing the transformation
from the traditional centralized organizational structure to the disintermediation
model. Private digital currency transactions are not completely anonymous. However,
they still leave behind traces like timestamps and IP addresses that can be used to
identify and lock in the parties involved.

Due to its high anonymity, private digital currency has become a conduit for
a wide range of criminal acts, including the concealment and transfer of ill-gotten

9  Morten Bech & Rodney Garratt, Central Bank Cryptocurrencies (2017), at 60, https:/www.bis.org/publ/qtrpdf/r
qt1709f.htm.

10 7d.

11 CPMI, Digital Currencies, https://www.bis.org/cpmi/publ/d137.htm.

12 Romulo Braga & Arthur Luna, Dark Web and Bitcoin: An Analysis of the Impact of Digital Anonymate and
Cryptocurrencies in the Practice of Money Laundering Crime, 9 DIREITO E DESENVOLVIMENTO 271-4 (2018).

13 EuroPEAN CENTRAL Bank, VIRTUAL CuUrRreNcy Scuemes 10 (2012), https://www.ecb.europa.eu/pub/pdf/other/
virtualcurrencyschemes201210en.pdf.

14 Hulya Hazar, Anonymity in Cryptocurrencies, in EUrasiaN EcoNomic PErsPECTIVES 171-2 (Mehmet Bilgin, Hakan Danis
& Ender Demir eds., 2020).
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gains, money laundering, terrorist financing.”® At the same time, the decentralized
trading mode of private digital currency makes it difficult to “know your customers,”
“customer due diligence,” etc.’® Because of the risk factors associated with private
digital currencies, law enforcement organizations often request information from
intermediate entities, such as user records or suspicious transaction reports."” For
example, the Financial Action Task Force (FATF) added the “Travel Rule” to virtual
assets, requiring countries to ensure that in the transfer of virtual assets, service
providers can obtain and hold necessary and accurate records of the remitters and
recipients, and provide the related data to the appropriate government agency as
required.*®

B. The Limited Anonymity of CBDC

Theoretically, CBDC can achieve high anonymity if it completely follows the
technology route of private digital currency. However, legal tender is issued by the
state. Due to the participation of the central bank and payment intermediaries in the
operation of CBDC, CBDC has limited anonymity. They would have unprecedented
access to sensitive user information. CBDC, if implemented without prudential
oversight, would amplify the scope and extent of the security and privacy risks
existing in today’s financial transactions.”

CBDC can be divided into the direct mode - hybrid mode and intermediated mode
- according to the degree of the central bank’s participation.” The amount of personal
information obtained by central banks and payment institutions varies across CBDC
models. In the direct mode, CBDC is a person’s direct claim to the central bank, which
processes all payment data in real time; retains the specifics of each transaction; and
maintains records of all retail CBDC assets.” The hybrid model includes a two-layer
structure. Individuals directly request claims from the central bank. Although retail

15 Gabrielle Velkes, International Anti-Money Laundering Regulation of Virtual Currencies and Assets, 52(3) N.Y. U. J.
INT’L L. & Por. 876-7 (2020).

16 Id. at 900.

17 Sarah Hughes & Stephen Middlebrook, Advancing a Framework for Regulating Cryptocurrency Payments Intermediaries,
32 YaLk J. ReGuL. 531 (2015).

18 FATF, Updated Guidance for a Risk-based Approach to Virtual Assets and Virtual Asset Service Providers (2021),
https://www fatf-gafi.org/content/fatf-gafi/en/publications/Fatfrecommendations/Guidance-rba-virtual-assets-2021.html.

19 Giulia Fanti, Josh Lipsky & Ole Moehr, CBDCs may Pose Security Risks, but Responsible Design can Turn Them
into Opportunities, IMF (Sept. 2022), https://www.imf.org/en/Publications/fandd/issues/2022/09/Central-bankers-new-
cybersecurity-challenge-Fanti-Lipsky-Moehr.

20 Raphael Auer, Giulio Cornelli & Jon Frost, Rise of the Central Bank Digital Currencies: Drivers, Approaches and
Technologies 88-9 (BIS Working Papers No 880, 2020), https://www.bis.org/publ/work880.pdf.

21 Id.
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payments are handled by intermediaries, the central bank still keeps the records of
all transactions.

The original text of the BIS paper is intermediaries handle retail payments.
However, the CBDC is a direct claim on the central bank, which keeps a central ledger
of all transactions and operates a backup technical infrastructure. Not only will
direct mode and hybrid mode increase the quantity of personal information obtained
by the central bank, but they will also increase the central bank’s maintenance of
complete transaction records pertaining to users. Obviously, it does not promote
network security.

The central bank system may even become an attractive data “honeypot”
for hackers. In the intermediated mode, the private sector participates in most
operational business and consumer-oriented activities.” The central bank does not
keep the record of retail transactions, but only the records of the wholesale balance
of payment institutions.?* Therefore, the central bank retains its participation in the
CBDC system, only focusing on traditional mandates, e.g. releasing monetary policies
and maintaining financial stabilization.” Because the intermediated architecture is
more efficient and provides more privacy protection for end users, the intermediated
mode is now favored by countries/regions that have launched or are ready to launch
CBDC.*

As for how CBDC is generated, either token-based or account-based is an
alternative. The former facilitates instantaneous, decentralized transactions between
individuals via tokens. Each token has a specific par value. During the information
exchange process, rather than depending on the identity of the holder, the system
generates a unique digital signature to verify the transfer of the token to the payee.?”
Alternatively, account-based CBDC opens accounts at the central bank or financial
intermediaries.?® The accounts are processed by decentralized technology to avoid the
information such as user identity, consumption behavior, or payment habits being

2 Id.

2 d.

24 Raphael Auer & Rainer Bohme, The Technology of Retail Central Bank Digital Currency, BIS Q. Rev. 18 (2020),
https://www.bis.org/publ/qtrpdf/r_qt2003j.pdf.

25 Adina Popescu, Cross-Border Central Bank Digital Currencies, Bank Runs and Capital Flows Volatility 27 (IMF
Working Paper No. 2022/083, 2022), https://www.imf.org/en/Publications/WP/Issues/2022/05/06/Cross-Border-
Central-Bank-Digital-Currencies-Bank-Runs-and-Capital-Flows-Volatility-517625.

2 Id.

27 BIS, CBDCs: An Opportunity for the Monetary System (2021), at 72, https://www.bis.org/publ/arpdf/ar2021e3.pdf.

28 Tommaso Griffoli et al., Casting Light on Central Bank Digital Currencies 8 (IMF Staff Discussion Notes No. 2018/008,
2018), https://www.imf.org/en/Publications/Staff-Discussion-Notes/Issues/2018/11/13/Casting-Light-on-Central-Bank-
Digital-Currencies-46233.
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obtained by participating entities. However, whether it is token-based or account-
based, it only represents different technical solutions.” Personal information is still
linked to actions like token generation or account creation.*

Accordingly, the tension between CBDC’s limited anonymity and personal
data protection is primarily reflected in the challenge of striking a delicate balance
between the beneficial use of data and the privacy protection of the users’ identities
and financial details acquired by participating entities. And how to govern the public
agencies like the central bank by clear rules and transparent procedures, limiting the
breadth of personal data could receive through administrative management.

I1I. International Practice and Trends of CBDC Privacy
Protection

Traditionally, privacy protection is not the goal of currency circulation. Among
the existing payment methods, cash is capable of fully anonymous transactions.*
Cash does not require an account of the central bank, as such currency issuer does
not know the use and flow of cash.* After the emergence of bank cards and third-
party payment, both domestic and cross-border transfers require the cooperation of
member banks and clearing systems, and transaction records are easily captured by
relevant institutions.® The anonymity of CBDC is between cash and bank card, as it is
not completely separated from intermediaries.

Financial technology companies and payment institutions are linked by
technology, which raises the risk of controlling or abusing personal data. However, as
a participant in CBDC operation, the central bank should meet competition and data
governance requirements, while, as a regulator to avoid systemic risk and achieve
public policy objectives, the central bank should obtain necessary personal data to
ensure financial stability and integrity and prevent money laundering, cyberattacks,
and other illegal activities.

29 John Crawford, Lev Menand & Morgan Ricks, FedAccounts: Digital Dollars, 89(1) Geo. WasH. L. Rev. 151-3 (2021).
30 Id.

31 Alex Gladstein, Financial Freedom and Privacy in the Post-Cash World, 41 Cato J. 275 (2021).

32 Karin Thrasher, The Privacy Cost of Currency, 42(2) Mich. J. INT’L L. 403 (2021).

33 Qifan Huang, Digitalization Reshapes the Global Financial Ecosystem [$t7 /b B4 8k4:25], 35 EXPLORATION & FREE
Views [ 5415] 6 (2019).
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A. International Discussion on CBDC Privacy Protection

Neither authorities nor market participants can foresee the potential dangers
to privacy and the significance of privacy protection at the peak time of cash use.
Electronic payment mechanisms have clearly evolved in a different direction from
the complete anonymity of cash society, with private firms performing identity
processes and administering consumer accounts.* After the cash was gradually
replaced by electronic payment, fewer payment options could provide higher
anonymity. Sometimes, electronic payment service providers even implement price
discrimination through the use of algorithms to distinguish consumers’ data.®

In August 2018, the UN Human Rights Council released “The Right to Privacy in
the Digital Age,” which clarified the basic principles, standards, and best practices
for promoting and protecting the right to privacy in the digital age.*® The report
emphasizes that as the consumer digital footprint continues to grow larger, states
and businesses increasingly rely on personal data, and the state has the responsibility
to protect privacy.” In the digital era, this is also applicable to CBDC.

The CBDC reports of the international organizations and central banks have
repeatedly mentioned the trade-off between privacy protection and the goals of
financial stability, monetary policy, financial inclusion, and the efficiency and security
of payment system. BIS emphasizes that privacy protection does not require complete
anonymity.* The Bank of Singapore analyzed the different goals of CBDC, suggesting
that growing desire of the public for privacy protection be weighed against the data
monitoring needed by law enforcement.* According to the European Central Bank,
complete anonymity will raise concerns that the digital euro will be possibly used for
illegal purposes.*’ It can be concluded that anonymity is not the only goal of issuing
CBDC, but should strike a balance between privacy protection and public interests.

34 Ellie Rennie & Stacey Steele, Privacy and Emergency Payments in a Pandemic: How to Think about Privacy and a
Central Bank Digital Currency, 3(1) L. TecH. & Hum. 7 (2021).

35 Michal Gal & Niva Elkin-Koren, Algorithmic Consumers, 30(2) Harv. J. L. & TecH. 331-2 (2017).

36 HRC, The Right to Privacy in the Digital Age, U.N. Doc. A/HRC/48/31, at 2, https://undocs.org/en/A/HRC/39/29.

37 1d.

38 Raphael Auer et al., Central Bank Digital Currencies: Motives, Economic Implications and the Research Frontier 14
(BIS Working Papers No. 976, 2021), https://www.bis.org/publ/work976.pdf.

39 Monetary Authority of Singapore, A Retail Central Bank Digital Currency: Economic Considerations in the Singapore
Context (2021), at 29, https://www.mas.gov.sg/-/media/MAS/EPG/Monographs-or-Information-Paper/A-retail-CBDC-
--Economic-Considerations-in-the-Singapore-Context.pdf.

40 ECB, A Digital Euro that Serves the Needs of the Public: Striking the Right Balance, Introductory Statement by Fabio
Panetta, Member of the Executive Board of the ECB (Mar. 30, 2022), https://www.ecb.europa.eu/press/key/date/2022/
html/ecb.sp220330_1~f9fa9a6137.en.html.
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B. Suggestions for Privacy Protection in the Context of CBDC

In recent years, several recommendations and guidelines were introduced for
protecting privacy during the discussion of CBDC from international organizations.
The Group of Seven (G7), for instance, released its Public Policy Principles for retail
CBDCs (hereinafter the Principles) in October 2021.# The third item of the Principles
is “data privacy,” which points out that strict privacy standards, the responsibility to
protect user data and information transparency are essential elements for CBDC to
gain trust.*?

Legitimacy, purpose limitation, data minimization, transparency and
accountability, and user consent are all fundamental tenets for the collection, storage
and disposal of personal information.* The 2021 Annual Report of the UN on the Right
to Privacy in the Digital Age proposes that an independent data privacy monitoring
agency is a key element to coping with the increasingly complex and opaque global
data environment (including its huge information asymmetry).* The development
of laws on privacy protection is still up for debate because most nations outside the
Bahamas and the Eastern Caribbean Monetary Union have not yet launched CBDC.
Therefore, this section mainly discusses the impact of the existing rules of various
countries on privacy and personal information protection as well as of safeguarding
sensitive data by separating out various information processing scenarios.

1. Privacy Design of CBDC

In the realm of data compliance, the phrase “protect privacy from the beginning
of design” carries a great deal of weight. Incorporating privacy design principle is
integral to how they carry on business. This principle is also reflected in the reports
of international organizations and the domestic legislation in multiple countries/
regions. The UN recommended that governments adopt safeguards related to digital
identity when realizing their full utility of data. It is also contained in the Data
Protection Directive in 1995 and the General Data Protection Regulation (GDPR) in
2016.% In addition, the Bank of Canada, comparing different privacy technologies like

41 G7, Public Policy Principles for Retail CBDCs (2021), at 1-27, https:/assets.publishing.service.gov.uk/government/
uploads/system/uploads/attachment_data/file/1025235/G7_Public_Policy Principles_for Retail CBDC_FINAL.pdf.

42 d.at7.

43 .

44 HRC, supra note 36.

45 Report of the Secretary General, Road map for digital cooperation: implementation of the recommendations of the High-
level Panel on Digital Cooperation, U.N. Doc. A/74/821, https:/digitallibrary.un.org/record/3864685.

46 The Data Protection Directive 1995, pmbl. 46; The General Data Protection Regulation 2016, recital 78 & art. 25.
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group signature, secret sharing, zero-knowledge proof, homomorphic encryption,
multi-party computation, etc., suggested that verification efficiency and computing
power be the deciding factors when choosing a particular method.*” As proposed by
the European Central Bank, “anonymous vouchers” would allow users to transact
digital currency without revealing their identities or transaction histories to the
central bank or intermediary institutions.*®

Furthermore, in the joint research project Stella, the European Central Bank and
the Bank of Japan attempted to isolate the payment and collection information of
individual users, hide transaction details, and create “noise” in the data exchange
between users and financial institutions so as to reduce the possibility of connecting
relevant transaction information with individuals.*’

The Bahamas was the first country in the world to issue CBDC. Among the Sand
Dollar Wallets coming in three different varieties, the basic wallet can be opened
without identity certificate. It is used for accounts with low net value, whose account
balance is no more than 500 sand dollars and the monthly transaction volume is less
than 1500 sand dollars.*® Concurrently, Sand Dollar implements privacy-enhancing
technologies like using encryption, assigning unique passwords for customers, and
installing hardware or software suited to varying degrees of security risk.” As a
result, the core of privacy design is an active prevention rather than passive relief,
and the technology to enhance privacy protection (such as coding, pseudonym and
encryption) is embedded in the CBDC scheme in advance.

2. Restrictions on Public Authority

In the conventional bankcard-based payment system, the confidentiality duty of
financial institutions lies in the heart of the restrictions on the handling of personal
financial information. For example, the US’s Bank Secrecy Act of 1970 permits financial
institutions to keep records of customers’ transactions (deposits and withdrawals,
transfers, etc.) and urges them to disclose to law enforcement agencies in accordance

47 Sriran Darbha & Rakesh Arora, Privacy in CBDC Technology, Bank of Canada (June, 2020), https://www.bankofcanada.
ca/2020/06/staff-analytical-note-2020-9.

48 ECB, Exploring Anonymity in Central Bank Digital Currencies (2019), at 1, https://www.ecb.europa.eu/paym/intro/
publications/pdf/ecb.mipinfocus191217.en.pdf?3824c3f26ad2f928ceea370393cce785.

49 ECB & BolJ, Balancing Confidentiality and Auditability in a Distributed Ledger Environment (2020), at 5, https://www.
ecb.europa.eu/paym/intro/publications/pdf/ecb.miptopical200212.en.pdf.

50 Central Bank of the Bahamas, Consumer-Centric Aspects of the Proposed Regulations for the Bahamian Digital
Currency (Mar. 26, 2021), at 4-5, https://www.centralbankbahamas.com/viewPDF/documents/2021-03-26-12-00-35-
PSD-Policy-Paper-on-Consumers-Issues.pdf.

5t d.
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with procedures of criminal investigation.”> However, this disclosure often conflicts
with the confidentiality obligations of financial institutions.

As a result, the Financial Privacy Rights Act regulates how and under what
circumstances financial institutions should share customers’ financial details with the
federal departments.” Then, the US restrictions on public authorities were tightened
in 2016 with the formation of the Federal Privacy Commission. In the EU, processing
“necessary for the performance of a task carried out in the public interests or in the
exercise of official authority vested in the controller” is explicitly recognized under
the GDPR.* The right to personal privacy is also included in the EU Fifth Money
Laundering Directive (2018/843),” because preserving public order and preventing
criminal acts like money laundering are interconnected goals.

After the release of Sand Dollars in the Bahamas, the country’s central bank
does not participate in front-end customer service, although it does keep track of
all its constituent digital currency ledgers.®* Although the central bank of Bahamas
requires digital wallet service providers to provide relevant information, it is limited
to inclusive financial and statistical economic data based on the needs of public
interests.”” Therefore, despite the fact that CBDC prioritizes privacy protection,
it must nevertheless achieve other policy objectives like tax management, anti-
money laundering/counter-financing of terrorism (AML/CFT), etc. For the sake of
transparency and accountability, it is important that the applicable legislation make
clear the particular conditions under which the administrative organ handles CBDC’s
personal information. This will guarantee that any deviation from the right to privacy
is justified by legal requirements.

3. Restrictions on Payment Institution

The US takes an industry-by-industry approach to regulate the handling of personal
information by payment institutions. Payment services, which fall under the
“financial services,” have been associated with financial consumer protection.®® The
Federal Trade Commission is a specialized agency responsible for the protection of

52 31 U.S.C.§5311.

53 Right to Financial Privacy Act, 12 U.S.C. §§ 3401-22.

54 The General Data Protection Regulation 2016, art. 6.1(¢).

55 EU Directive 2018/843 of the European Parliament and of the Council, 9 28.
56 Central Bank of the Bahamas, supra note 50.

57 Id.

58  Joseph Dehner, The United States' Perspective on Data Protection in Financial Technology (Fintech), Insurance, and
Medical Services, 44(1) N. Ky. L. Rev. 13-4 (2017).
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consumers (including financial consumers).*” Chapter 16 of the United States Code of
Federal Regulations defines financial information as “identifiable non-public personal
information generated by individuals in the process of consumption or service by
financial institutions.” It further requires financial institutions to “respect customer
privacy; protect the security and confidentiality of customer's non-public personal
information”; and prohibit the disclosure of such information to independent third
parties, unless the customer grants the right or other exceptions apply.®!

Different from the piecemeal legislation in the US, the EU adopts an omnibus
legislation model.®* Also, the EU considers privacy-based protection of personal
data to be a fundamental right.®® Therefore, between the free flow of information
and the protection of rights, the value of the latter is given priority.* GDPR specifies
“personal data,” particularly describing “genetic data,” “biological identification
data,” and “health-related data.” However, it does not regard financial information as
a special type.®® Meanwhile, the EU does not adopt “financial institutions” to define
the entity providing financial services, but defines data controllers, processors, and
third parties.® Data controllers need to have valid grounds for processing personal
data, such as by a clear affirmative consent, compliance with a legal duty.”

In the Bahamas, the management of electronic payment has been established before
the issuance of sand dollar. The Payment System Law of 2012 and the Regulations
on the Supervision of Payment Instruments of 2017 both imposed requirements
like notification and consent, requirements for consumer protection, and Internet
security. These suggestions were reaffirmed in the 2021 Bahamas Regulations
on the Administration of Digital Currency.® Article 11 of the Regulations on the
Administration of Digital Currency (record keeping, reporting and security audit)
stipulates that digital wallet providers should take appropriate measures to protect

59 Id.
60 United States Code of Federal Regulations, ch.16, §313. It states about consumer financial privacy information rules.
61 E.g, If there are credible evidence of individuals or entities engaging in terrorist or money laundering acts, the Patriot

Act mandates financial institutions to share information with regulatory authorities or law enforcement authorities. See
the Patriot Act 2001, § 314.

62 Bo Zhao & Weiquan Chen, Data Protection as a Fundamental Right: The European General Data Protection Regulation
and Its Exterritorial Application in China, 16(3) USA-CHiNa L. Rev. 98 (2019).

63 Id.at97.

64 Haile Zhao, Personal Information Protection from the Perspective of Data Sovereignty: International Legal Conflicts and
Countermeasures [ F RO T FA A5 B EERZA b9 5014, 36 Contemp. L. Rev. [241€i%:2%] 85-7 (2022).

65 The General Data Protection Regulation 2016, arts. 4.13 & 4.14.

66 Id. arts. 4.7,4.8 & 4.10.

67 Id.arts. 4.11 & 5.1.

68 Central Bank of the Bahamas, supra note 50.
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customers from unauthorized data access by third parties.”” It can be concluded that
the principle of informed consent is universally recognized as a procedure that places
limits on data processors dealing with personal data. In most cases, however, even
“full disclosure and independent consent” only means that the data entity knows
that personal data is processed, but not means the data entity has fully measured the
risks. Therefore, the legality, validity, and necessity principles must be reviewed in
the course of CBDC personal data processing.

4. Independent Supervisory Authority
The data privacy protection system regulates the administrative organs and
commercial institutions when they are processing personal data. If the same
administrative organ is responsible for the supervision of the industry, there will be
overlapped between the regulator and the regulated.” In this respect, the EU put
the priority on the autonomy of the specialized agencies. The independence of the
national personal information protection authorities is important when judging
whether overseas countries have the adequate personal data protection and could
transfer domestic personal data to overseas countries. GDPR mandates that member
states set up external bodies to monitor compliance and enjoy independent guarantees
in terms of personnel employment, employee performance, capital budget, etc.”
Similar to the EU, in the Latin American and Caribbean region, Ecuador has
established a data protection agency, which is an independent public institution.
Nicaragua established the Personal Data Protection Bureau within the Ministry of
Finance and Public Credit, which is responsible for reviewing the use of public and
private data. Also, Uruguay has set up the Personal Data Supervision Bureau, which
is a decentralized organization of the government.” Therefore, the majority of nations
have adopted the manner in which independent agencies exercise their supervisory
powers in accordance with the law to avoid external or internal, direct or indirect
influence, and have granted them administrative powers including punishment,
order, and prohibition, as well as flexible powers including education, advice, and
suggestion.
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C. International Coordination and Cooperation

The legislation of a country or region has an effect on other jurisdictions. The adequacy
requirements of GDPR for the cross-border flow of data is a typical example. In order
to guarantee the cross-border payments of CBDC, international coordination and
cooperation are indispensable.” The World Economic Forum points out that privacy
and personal information protection will be the key areas of cross-border CBDC
conflict in the future.” The East Caribbean Monetary Union, which has issued CBDC,
consists of eight nations. The Union promises that all procedures for processing data
in D-Cash will comply with the GDPR and international standards, as well as national
legislations.”

Interoperability across international CBDC systems is also under consideration
by various central banks.”” For instance, the technology company R3 utilizes both
Corda and Quorum, two different distributed ledger systems, in the Dunbar project.
They adopts and constantly improves the interoperability between different privacy
enhancement technologies.” Standards are also an integral part of interoperability.”
Coordinating the multinational CBDC system’s conformity with a unified privacy
enhancement standard can win over the largest number of countries’ support. The
International Telecommunication Union (ITU) and the International Organization for
Standardization (ISO) are both international institutions which formulate international
internet standards. In its report, the ITU’s Focus Group on Digital Currency (which
includes digital fiat currencies) identifies privacy and consumer protection as areas in
urgent need of standardization.®” In February 2023, ITU Working Group 17 (Security)
jointly initiated a discussion with ISO/TC/307 Working Group on “Security, Identity
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Management, and Privacy of Distributed Ledger Technology.”!

To sum up, discussions about CBDC in different nations address such issues like
limited anonymity, reasonable use of personal data by payment intermediaries and
rigorous restriction on the public authorities. CBDC will not function well with too
much bias in either direction. The technical design, reliable data governance and
personal information protection framework of CBDC will enhance the public trust
and encourage them to use CBDC. Public authorities in the CBDC system should
only process personal data to the extent necessary for fulfilling their statutory tasks
and other lawful purposes. The private sector shall access, hold or process personal
information based on agreement. Personal data shared beyond the scope of basic
needs must have explicit consent and this data process should have clear reason.

IV. Privacy Protection of e-CNY in China

When it comes to CBDC, China continues to be ahead of the curve both in financial
innovation and payment infrastructure.® By December 2022, China’s e-CNY pilot had
expanded to 17 provinces and cities, covering wholesale and retail, catering, culture
and tourism, public services and other online and offline fields.® Both traditional
commercial banks and private banks using high-tech like Mybank and Webank are
among the e-CNY operating institutions.®* In October 2020, the People’s Bank of
China issued a revised draft of the Law of the People’s Bank of China, clarifying that
“RMB includes both physical and digital forms.”® The official White Paper of E-CNY,
published in July 2021, considered it as the digital form of legal tender, emphasizing
that e-CNY is a cash alternative which may be used to settle public and private debts.*
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A.The Necessity of Privacy Protection: Reducing Criticism on
“Digital Authoritarianism”

Under the CBDC system, the central bank not only issues money, but also takes part
in its operation and circulation including the access to personal data.*” It is assumed
that China may utilize the CBDC system as a new tool for social control.®® The “digital
authoritarianism” asserts that China’s development of digital technology does not
follow a market-oriented economy model, but instead place an emphasis on the
country’s dominant position and engages in excessive monitoring abroad by means
of foreign exchanges.*” In January 2021, the New National Security Center (CNAS)
issued a research report, urging the US State Council to request China to publicly
explain the collection and management of data on e-CNY users, so as to prevent the
Chinese government from expanding its authority with the flow of natural persons
or business transactions across the border.” In June 2021, President Biden signed
an executive order, reiterating that Apps developed or controlled by China collect
a large number of personal information of American individuals, damaging the
national security, foreign policy and economic interests of the US. In this respect,
the US government should evaluate the foreign software and set up identification
standards to filter out Apps that pose unacceptable risks.”

The US considers the Sino-US relationship as a contest between the two distinct
political and economic system.” The US is concerned that the internationalization
of CNY “dramatically affect global finance and political-economic governance with
transformative implications.”? China primarily aims to enhance strategic alignment
in the field of financial architecture with other countries for its economic growth.* For
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this goal, the PRC government should strike a balance between privacy right and the
legitimate operation of e-CNY.” Mu Changchun, the director of the Digital Currency
Research Institute of China pointed out that “protection of user privacy in e-CNY is of
the highest level among existing payment instruments.”® In this regard, China should
participate in correlated discussions of the international financial organizations such
as the IMF, BIS, G20, and FATF to avoid the arbitrary assertion. Public entities and
market actors should actively participate in ITU and ISO’s formulation of international
privacy protection standards. In response to the potential risk of privacy erosion
posed by the e-CNY, China should employ stringent privacy design and actively
address international concerns regarding the protection of personal privacy in China.

B. Privacy Design of e-CNY

Regarding its mode of operation, e-CNY utilizes a two-tiered system such as
commercial banks and third-party payment institutions responsible for its circulation.
7 The People’s Bank of China is responsible for the interconnection and administration
of e-CNY wallets among the participating institutions. In the design of privacy
protection, e-CNY adopts the principle of “anonymity for small value and traceability
for high value.”® e-CNY is transported in a digital wallet, which can be either a soft
wallet stored in and App or hard wallet with a physical existence.” e-CNY APP
shows that digital wallets are categorized by the amount in the account. The fourth
type of wallets could be opened by a mobile phone number whose maximum single
payment is no more than CNY 2000. Given e-CNY wallets are processed using a
pseudonym mechanism, the People’s Bank of China only processes inter-institutional
transaction information transferred through the e-CNY system.'® Regarding the data
generated by the wallet service, the participating institutions should adhere to the
customer information protection rules and establish an internal control management
mechanism.”” Consequently, by following the privacy design principle, data
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processors in the circulation of e-CNY satisfy their data protection responsibilities
when developing, designing and selecting applications to complete their duties.

C. Rules for Privacy Protection

Evenif thesame information is possessed by different processors, the interests involved
are distinct.'® Based on the authorization or content from the users, commercial banks
and third-party payment institutions acquire user data; provide services; and realize
their commercial interests in the operation of e-CNY. Besides payment institutions,
central banks and technology providers also obtain various types of personal data and
realize public and commercial interests by exploring the information value. Currently,
China’s Civil Code and Personal Information Protection Law regulate the collection,
storing and transmission of customer information, obligations of processors, privacy
rights of individuals and legal accountability procedures.'™

1. Scope of Personal Data in e-CNY
Personal data in the context of e-CNY are mainly financial information. They are,
for example, the information obtained by the central bank, designated operational
institutions, and counterparties in the course of providing services, that can identify
an individual’s identity, property or other economic features. The Civil Code lists the
types of personal information which are “public information recorded by electronic
or other means. It can identify specific natural persons individually or in combination
with other information.”™ Article 4 of the PRC Law on Personal Information
Protection stipulates a similar definition, but emphasizes on the connection to specific
individuals. Concurrently, “financial accounts” are specifically defined in Article 28 of
the PRC Personal Information Protection Law as an example of sensitive information.
Conversely, financial sector departmental regulations of China such as the Notice
on the Protection of Personal Financial Information by Banking Financial Institutions
(2011), the Regulations on the Administration of Credit Investigation (2013), and the
Implementation Measures for the Protection of the Rights and Interests of Financial
Consumers (2016) (hereinafter the Measures), clearly define the scope of financial
information. For instance, the Measures define financial information as identity,
property, account, credit, financial transactions and other information obtained,
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processed and stored by financial institutions through business or other channels.!®
However, not every data is equally sensitive. For example, the sensitivity
of account opening time and opening institution is lower than that of payment
transaction password or personal biometric information. Therefore, when defining
the scope of e-CNY personal data, the Personal Financial Information Protection
Technical Specification (2020) could be used for reference. Separate kinds of personal
data are identified and managed in a hierarchical fashion based on the degree to
which disclosure could compromise the data subject’s physical or financial safety.'®

2. Rules for Public Authority

In China, the Personal Information Protection Law follows a “unified legislation”
model, i.e., both private institutions and government agencies apply the same
legislation.!” Then, considering the differences between these two entities, special
provisions are provided for the public authority. The phrase “necessary for performing
legal duties [N T E T L40] is cited as the justification for the handling of
personal information by administrative authorities. Cases of money laundering and
tele-fraud with e-CNY were recorded in a number of locations across China in 2021-
22, including Xinmi City in Henan Province, Gaoyou City in Jiangsu Province, Teng
County in Guangxi Province, Nanjing in Jiangsu Province, and others.!® Therefore,
anti-fraud, AML/CFT and the protection of personal property security are the legal
grounds for administrative organs to handle personal data.

In addition, personal data has a significant social and public dimension in the
context of administration and services supplied by public authorities. The Law of
the People’s Bank of China stipulates the responsibilities of the central bank, such
as “issuing and managing the circulation of RMB; foreign exchange management;
maintaining the normal operation of the payment and clearing system; and taking
charge of the fund monitoring of anti-money laundering.”” Instead of viewing
“safeguarding public interests” as an overarching goal, this article are concretized by
listing the administrative tasks of the central bank.

Also, the relevance between the performance of legal duties and the processing
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of personal data is described by Article 1036 of the Civil Code, which states that
“in order to safeguard the public interests or the lawful rights and interests of the
natural person.” Moreover, Article 34 of the Personal Information Protection Law
states that it “shall not exceed the scope and limits necessary for the fulfillment of
their statutory functions.” In this respect, capital control, promoting the balance of
international payments and maintaining financial stability are all examples of the
goals served by foreign exchange management. As a result, the State Administration
of Foreign Exchange should supervise the transfer of funds between nations using
e-CNY. However, whether e-CNY is used abroad for shopping, tourism or catering
consumption, is not necessarily related to foreign exchange management and does
not belong to the scope of “necessary.”

3. Rules for Payment Institution

In China, rules for protecting financial information processed by payment institutions
are based on two foundations: (1) the traditional obligation to keep customer data
confidential; and (2) the protection of critical data to maintain network security. The
traditional obligation of confidentiality of financial information originated in the era
of “small data.” In this regard, the purpose of utilizing customer data is for identity
recognition. Given the ever-changing digital age, however, the continuous circulation
of data is an inevitable trend for the growth of the financial sector. The Personal
Information Protection Law and the Implementation Measures for the Protection
of the Rights and Interests of Financial Consumers begin to extend from traditional
static protection to the compliant use of personal financial information during the
data flowing process.

First, due to the processing of sensitive personal information such as financial
accounts, its constraints are more stringent which is easily triggering legal
mechanisms. The Personal Information Protection Law requires that the processing
of sensitive personal information be based on the principle of general prohibition and
its processing have a specific purpose and sufficient necessity."® Sensitive personal
information processing activities shall comply with the special restrictions of other
laws and administrative regulations.'!

Second, the Implementation Measures for the Protection of the Rights and Interests
of Financial Consumers outlines the rules to be followed to ensure the protection of
financial information provided by consumers, as well as the guidelines to be observed
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when gathering sensitive information." It also requires financial institutions not to
use the personal financial information unrelated to financial products or services in
the form of general authorization."® This regulatory framework provides positive
incentives and reserve restraints for financial markets and market entities in order to
respond to the varied values of financial information in the digital age.

4. Independent Supervisory Authority

As a central coordination agency, the Cyberspace Administration of China is
responsible for regulatory oversight and enforcement of relevant law. However, it is
not the single specialized supervision organization."* As an illustration, the People’s
Bank of China exercises its supervisory authority in the financial sector when
commercial banks and payment institutions fail to fulfill their obligations to secure
consumer financial information.”> As mentioned earlier, the People’s Bank of China
may obtain personal information in e-CNY. In this case, however, there is still a risk
of improper disclosure, abuse, and even theft. Actually, the People’s Bank of China
has the administrative power to issue and manage e-CNY and to secure financial
information.

To avoid potential conflicts of interest, therefore, the Cyberspace Administration
as the exclusive, independent personal data protection authority, should aid in
strengthening overall process oversight and inspection and provide guidelines for
evaluating privacy protection under specific scenarios. If payment intermediaries
violate laws or administrative regulations, the Cyberspace Administration may take
administrative penalties such as warning, ordering correction, confiscating illegal
income or fines, and revoking business licenses or marketing licenses."¢ It also has the
power to issue correction orders to administrative authorities such like the People’s
Bank of China, if these authorities violate their duty to protect personal data privacy,

which will face legal consequences."”
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V. Conclusion

The key elements of personal data protection system include data subjects’ rights,
data processors’ obligations, and a specialized oversight organization. First, the
e-CNY system relies heavily on privacy design, which ought to be followed in the
e-CNY releasing and operating procedure. Second, in order to limit the inappropriate
uses of personal data collected through the e-CNY operation, it is important to
categorize the data according to its sensitivity, and then build a hierarchical regulating
system. Thirdly, the independent and specialized authority’s unbiased supervision
can increase public confidence in the security of personal data. Finally, strict civil,
administrative, and criminal liability should be imposed for the improper disclosure
or misuse of the data generated in the circulation of e-CNY.

Internationally, unequal personal data handling in different countries/ regions can
lead to the fragmentation of cross-border clearing networks; increase the compliance
costs of market participants; and reduce the efficiency of payments. In practice, rules
have practical effect not just when backed by official authority (like legislation or
mandated standards), but also when driven by pragmatic considerations or market
pressure (like voluntary standards). Regarding the cross-border flow of e-CNY, the
clearing infrastructure should be interoperable to achieve financial inclusion and to
facilitate the individuals and businesses to engage in transactions across jurisdictions.
In conclusion, China has to be more involved in international coordination and the
creation of standards, to dispel fears of “digital authoritarianism” abroad and to
courage the internationalization of CNY.
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